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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“BAA”) sets out the responsibilities and obligations of Paid In
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as well as all future agreements entered into by the Parties (collectively, uic Ayiceinein ). ~ssuciate and
Covered Entity (individually a "Party" and coliectively the "Parties”) agree to the terms and conditions of this
BAA in order to comply with the use and disclosure of Protected Health information (“PHI") (as defined at 45
C.F.R.§ 160.103) provisions of tt Standards for Privacy of Individually Identifiable Health Information, at 45
C.F.R. Parts 160 and 164, Subparts A and E, as amended from time to time (the “Privacy Rule”); the Security
Standards for the Protection of Electronic PHI, 45 C.F.R. Parts 160 and 164, Subparts A and C (the "Security
Ruie"); and the standards for Notification in the Ca: of Breach of Unsecured PHI, 45 C F.R. Part 164, Subpart
D (the "Breach Notification Rule") (collectively, the "HIPAA Rules”). Unless otherwise provided herein, all
capitalized terms in this BAA will have the same meaning as provided under the HIPAA Rules and HITECH (as
defined below). Associate and Covered Entity will comply with the terms of this BAA for the duration of the
Agreement and for such other continuing periods as provided in this BAA. This BAA shall supersede any and
all prior business isociate agreements entered into between the Parties.

1. USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION.

a. P~-f~rmance of Services. Associate will use and disclose PHI only for those purposes necessary to
perrorm its duties, obligations and functions under the Agreement, or as otherwise expressly permitted
or required by this BAA or as Required by Law. Associate will not use or further disclose any PHI in
violation of this BAA or in a manner that, if done by Covered Entity, would violate the Privacy Rule.

b. Li—it~- Data Sets. Associate will limit any uses, disclosures, or requests of PHI to a Limited Data Set,
as agenned in 45 C.F.R. § 164.514(e)(2), or if needed by Associate to the minimum necessary PHI
required to accomplish the intended purpose of the use, disclosure, or request, as defined by the
Privacv Rule, pursuant to the Health Information . :chnology for —_conomic and Clinic  Health Act
(“HI" =2H"), and any regulations or guidance promulgated thereunder by the Secretary. For any
disclosures of PHI pursuant to this BAA, the Party disclosing the PHI shall determine what constitutes
the minimum necessary to accomplish the intended purpose of the disclosure.

c. Data Aggreqgation. Associate may use PHI to perform data aggregation services as permitted by 45
C.F.R. § 164.504(e)(2)(i)(B).









b.

Individual Access. If an Individual juests access to PHI directly from Associa  Associate will
notify the Individual that it will forward the reqi it to Covered Entity. Within fir  (5) busir 5 days of
tl juest, Associate will forward ich requc  in writing to _ )vered _.atity. Co | Entity will be
responsible for making all determinations regarding the grant or denial of an Individual's request for . Al
and Associate will make no such determinations. Only Covered Entity will release PHI to the Individual
pursuant to such a request.

AMENDMENT OF PHI. Within five (5) business days of receiving a request from Covered Entity to
amend an Individual's PHI | d by Associate in a Designated Record Set, Associate will provide such
information to Covered Entity for amendment. If Covered Entity’s request includes specific information
to be included in the PHI as an amendment, Associate will incorporate such amendment within five (5)
business days of receipt of Covered Entity’s request. Associate will forward to Covered Entity within five
(5) business days any requests by Individuals to Associate to amend PHI within its or Covered Entity's
possession. Covered Entity will be responsible for making all determinations regarding amendments to
PHI, and Associate will make no such determinations.

ACCOUNTING OF DISCLOSURES; REQUESTS FOR DISCLOSURE.

Disclosure Records. Associate agrees to document such disclosures of PHI and information related
to such disclosures as wouid be required for Covered Entity to respond to a request by an Individual for
an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. As of the compliance
date set forth in the regulations promulgated under HITECH or as otherwise determined by the
Secretary, in addition to the accounting of disclosure obligations required under 45 C.F.R. § 164.528,
Associate shall account for all disclosures of PHI made through an Electronic Health Record in
accordance with all applicable regulations.

Data Regarding Discl~~-‘res. For each disclosure for which Associate must maintain documentation
under Section 8(a), Associate will record and maintain the following information:

= The date of disclosure;

= The name of the entity or person who received the PHI, and, the address of such entity
or person, if known;

= A description of the PHI disclosed; and

= A brief statement of the purpose of the disclosure.

Individual Request for Disclosure Rec~~4s. Within five (5) business days of receipt of a notice from
Covered Entity to Associate of an Individual's request for an accounting of disclosures, Associate will
provide Covered Entity with the record of disclosures requested in the notice.

foafiveialeant Bosean & ém Am~aniné~ |f an individual requests ¢ accounting of disclosures directly from
Assoclate, Associate will notity the Individual that he or she will receive such accour g from Cove |
Entity. Associate will forward the request to Covered Entity within five (5) business days of Associate’s
receipt of the request, and will make its records of disclosures available to Covered Entity as otherwise
provided in this Section. Covered Entity will be responsible for preparation and delivery of the records
of disclosure to the Individual. Associate will not provide an accounting of its disclosures directly to the
Individual.
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. Survival of Qhklinatinne  Agsociate’s ob™ itions related to maintaining a disclosure record and

providing the disciosure record to Co» ed ™ itity as required by this Section 8 shall survir  for six (6)
years from the el :tive da of the relevant Ag :n 1, Associa 1all provic Cov ed ~ itity with its
disclosure record which reflects disclosures made by Associate over the six (6) years immediately
preceding the date of termination.

REQUESTS FOR RESTRICTIONS. |If Covered Entity advises Associate of any changes in, or
restrictions to the permitted use or disclosure of PHI provided to Associate, Associate will restrict use or
disclosure of PHI consistent with Covered Entity’s instructions. |f Associate receives a request to
restrict the disclosure of PHI directly from ) Individual, Associate shall promptly notify Covered Entity
of such request, and Covered Entity shall be responsible for making the determination as to whether
Associate shall comply with the Individual's request.

DELEGATION OF OBLIGATIONS. To the extent Associate is clearly required by the terms of the
Agreement to carry out Covered Entity’s obligations under the Privacy Rule, Associate shall comply
with the requirements of the Privacy Rule that apply to Covered Entity in the performance of such
delegated obligations.

MITIGATION PROCEDURES. Associate will mitigate, to the maximum extent practicable, any harmful
effect that is known to Associate arising from its, its Workforce's, or its Subcontractors’ Use or
Disclosure of PHI in a manner that violates this BAA.

INDEMNIFICATION. The following indemnification provisions shall apply to this BAA and shall survive
the termination of the Agreement or this BAA:

. To the fullest extent permitted by law, Associate, its successors, assigns and guarantors, shall pay,

defend, indemnify and hold harmless Covered Entity, its agents, representatives, officers, directors,
officials and employees from and against all allegations, demands, proceedings, investigations or
audits by state or federal government agencies, suits, actions, claims, damages, liability, penalties,
losses, expenses, including but not limited to, attorney fees, defense costs, court costs, the cost of
appellate proce lings, and the costs of responding to and defending against an investigation or audit,
and all claim adjusting and handling expenses, related to, arising from or out of or resulting from any
actions, acts, errors, mistakes or omissions caused in whole or part by Associate relating to work or
services in tt  performance of this BAA, including but not limited to, any Subcontractor, or Associate’'s
or Subcontractor's Workforce, regardless of whether or not caused in part by the active or passive
negligence of a party indemnified hereunder including Covered Entity, its agents, representatives,
officers, directors, officials and employees.

. If any claim, action or proceeding is brought against Covered Entity by reason of any event that is the

subject of this BAA and or described herein, upon demand made by Covered Entity, Associate, at its
sole cost and expense, shall pay, resist or defend such claim or action on behalf of Covered Entity by
an attorney hired by Associate, or if covered by insurance, Associate’s insurer, all of which must be
approved by Covered Entity, which approval shall not be unreasonably withheld or delayed. Covered
Entity shall cooperate with ali reasonable efforts in the handling and defense of such claim. Included in
the foregoing, Covered Entity may engage its own attorney to defend or assist in its defense.
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TERMINATION. Covered Entity and Associate may imn lia / te inate tt BAA upon written
notice to tt other Party if Cove | Entity or Associate de mines in its disc ion that the other Party
has breached a material term of this BAA. Alternatively, the non-breaching Party may elect to provide
the breaching Party with thirty (30) days’ advance written notice of the breaching Party's breach of any
term or condition of this BAA, and afford the breaching Party the opportunity to cure the breach to the
satisfaction of the non-breaching Party within twenty (20) days of such notice. If the breaching Party
fails to timely cure the breach, as determined by the non-Breaching Party, the BAA will terminate this
BAA as provided in the non-breaching Party's notice. This BAA will automatically terminate upon
expiration or termination of the last effective Agreement between the Parties, unless the Parties
explicitly agree in writing to extend the term of this BAA beyond tt  expiration or termination of the last
effective Agreement.

ASSOCIATE BOOKS AND RECORDS.

. Covered Entity A~~~=s. Following a Security Event, or for purposes of Covered Entity responding to

a government inquiry or judicial or administrative process, Associate will, within five (5) business days
of Covered Entity’s written request, make available during normal business hours at Associate’s offices,
all records, books, agreements, policies and procedures relating to the use or disclosure of PHI for the
purpose of allowing Covered Entity to determine Associate’'s compliance with the Agreement and this
BAA.

. Government Acc~==. Associate will make its internal practices, books and records on the use and

disclosure of PHI available to the Secretary to the extent required for determining compliance with the
Privacy Rule. Notwithstanding this provision, no attorney-client, accountant-client or other legal
privilege will be deemed waived by Associate or Covered Entity as a result of this Section. Associate
shall also make its policies and procedures, and documentation required by the Security Rule relating
to the safeguards in Section 2, available to the Secretary for purposes of determining Covered Entity's
and Associate’'s compliance with the Security Rule.

NOTICES.

. Any notices required under this BAA will be sent to the Parties at the following address by first class

mail, fax or hand delivery:

Covered Entity: Associate:

Paid In Full, '»~

PN Bo 13228

Ek-

w

H A2 oCcnon
nix,

Fax: 623-298-5688

Attn: Brad Kiein

b. Any notice, report or other communication required under this BAA shall be in writing and shall be

delivered personally, telegrapt 1, emailed, sent by facsimile transmission, or sent by U.S. mail.
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MISCELLANEOUS.

Relationship of Parties. In the performance of the work, duties and obligations described in this BAA
or the Agreement, the Parties acknowledge and agree that each Party is at all times acting and
performing as an independent contractor and at no time shall the relationship between the Parties be
construed as a partnership, joint venture, employment, principal / agent relationship, or master / servant
relationship.

Panulatar: Dafarancae A reference in this BAA to a section in the HIPAA Rules means the section
as in emect or as amenaed and for which compliance is required.

Amendment. No change, amendment, or modification of this BAA shall be valid unless set forth in
writing and agreed to by both Parties. Notwithstanding the foregoing, the Parties acknowledge that
state and federal laws relating to electronic data security and privacy are rapidly evolving and that
amendment of this BAA may be required to ensure compliance with such developments. The Parties
specifically agree to take such action as may be necessary from time to time for the Parties to comply
with the requirements of the HIPAA Rules and HITECH. Covered Entity shall provide written notice to
Associate to the extent that any final regulation or amendment to the HIPAA Rules promulgated by the
Secretary requires an amendment to this BAA. The Parties agree to negotiate an amendment to this
BAA in good faith, howe' | either Party may terminate this BAA upon ninety (90) days written notice to
the other Party if the Parties are unable to reach an agreement.

Intamnratatinng Any ambiguity in this BAA shall be resolved to permit Covered Entity and Associate to
compiy win the HIPAA Rules and HITECH. The provisions of this BAA shall prevail over any
provisions in the Agreement that may conflict or appear inconsistent with any provision in this BAA,
provided that any provision in the Agreement that is more stringent or protective of PHI than the terms
of this BAA shall govern.

IN WITNESS WHERE ™~ h Partv has caused this BAA tn he executed by its duly authorized
representative as of the day o 2
Coermms o Eedihe ASSOCIATE:

s Nl

By St m

Print Name: " Klein

Titla: President




